AN EXAMPLE OF THE RSA ALGORITHM

Each character of the message corresponds
to an ASCII number in the range 32—126.
For example:

(space) —+ 32, ' +33,...,0 —48,...,9 —
57, A —65,...,Z —90,..., a—>97,...,2 —
122....7 — 126.

e Alice juxtaposes ASCII numbers in groups
of 4 to get strings of numbers each less
than pq.

e Alice encrypts M by calculating
C = M€ (modpg) and sends a file of
encrypted numbers to Bob.

e Bob decrypts each number C from the file
by calculating M = C% (mod pq).



p = 123456789234543234567393

q = 132345434567623456739153
pq =
16338942421569121640052922532215588487164464629

e =35, d=
14471634716246936309760933389421296455276181003

Message: Proofs are fun?

Corresponding ASCII string:

80 114 111 111 102 115 32 97 114 101 32
102 117 110 63

Now juxtapose every 4 ascii numbers to get
the following numbers:

My =80114111111, M, = 1021153297,

M3 =11410132102, M4 =11711063.

Then encrypt My, Mo, M3, My to get
61,02,03,04.



For example:

C1 = (80114111111)3% (mod pq)
=16278488219409496310210221942040686737067544597.
Chr =
4010638839970710617158611241512196228260407196
C3 =
9062870095899094249302735647222229055261601164

Cy =
14854350859106943041213133970194687421102201041

To decrypt C1, we recover My by modular
exponentiation:

My =
(16278488219409496310210221942040686737067544597)¢
(mod pq)

= c0114111111.

We read off ASCII numbers 80,114,111,111
and characters P r o o.



